Privacy Policy
Dear User, the following policy terms apply to this Website: www.shippingtogo.com (hereinafter:
"The Website "), the Website is managed by shippingtogo Ltd (hereinafter: "The Site Operator")
a company in Israel no. 515259976
ShippingToGo Limited respects your privacy and is committed to protecting your personal data. This
privacy policy will inform you as to how we look after your personal data when you visit our website
(regardless of where you visit it from) and tell you about your privacy rights and how the law protects
you.
In this privacy policy, we explain how we collect and use your personal information. ‘We’ are
ShippingToGo Limited and we are the data controller for the purposes of the Data Protection Act 1998
and the EU General Data Protection Regulation.
Details of how to contact us if you have any questions about privacy or data protection can be found in
the Contact Details section, below.
We must have a lawful basis to process your personal data, and this policy explains what our lawful
basis is in respect of each purpose for which we keep and use information about you. Generally, we
are allowed to process your personal data where it is necessary in connection with a contract between
us (such as a contract to supply our products or services), where it is necessary in order for us to
comply with our legal obligations, or where we have a legitimate interest to do so (but we will always
consider whether your right to privacy overrides our interest).
Please note that links from our website may take you to external websites which are not covered by
this policy. We recommend that you check their privacy policies before submitting any personal
information to such sites. We will not be responsible for the content, function or information collection
policies of these external websites.

What information do we collect about you and how
do we collect it?
You are not required (by law or by any contract with us) to provide personal information to us via this
website. We will only require you to provide personal information to us where it is necessary for us to
provide you with a service at your request.
Information you provide to us
We may receive personal information about you whenever you contact us. For example, by doing the
following:


Enquiring about our products or services



Using and browsing our website



Telephoning, texting, writing by post or emailing us



Enquiring about, or applying for, job vacancies

This information may include the following:


Normal identification information, such as your full name and title



Contact information, such as your postal address, email address and telephone number



Additional information relevant to your use of our site and services, such as your marketing
preferences, survey responses and feedback



Information about your shipment, including the recipient



Your VAT status (for international shipments)



Payment information (this is securely collected and processed by our payment provider)



In respect of job applications, your CV including details of your education and employment
history (and any other information which you may choose to provide to us with your CV)

Information we collect about you on our website
We collect information using cookies and other similar technologies to help distinguish you from other
users of our website. These can streamline your online experience by saving you from re-inputting
some information and also allow us to make improvements to our website. For more information about
how and why we use cookies, please take a look through our Cookie Policy.
When you visit our website, we may collect the following information:


The User Agent (device) details supplied by your internet browser



Your password for this website, but not those used to log in via a third-party provider.



If you choose to log in using a third party, we will record your choice of login provider



If you choose to link your account to a third party marketplace to import items for shipment, we
will record the details necessary to facilitate that link



A device identifier (cookie or IP address) and general location for fraud prevention



Details of your visits to our website and the resources that you access, including, but not
limited to, website pages, links, traffic data, location data, weblogs and other communication
data



Where orders originate from advertising sources, we record the source of each order. This is
purely to allow us to assess the effectiveness of these adverts and is not used for customer
profiling of any kind.

If you choose to pay for your goods with a credit or debit card, we will store an encrypted reference to
your card known as a ‘token’. This helps us to keep your data secure by enabling further payments to
be processed without us storing your sensitive card details. This allows you to use your card in the
future without re-adding your details, and we may use this to charge your card for any surcharges
charged to ShippingToGo by the courier. The reasons for these charges include, but are not limited to,
a customer under-declaring the weight or size of their parcel, or for any packaging that a courier
states is unsuitable” (in accordance with our terms and conditions).
Our website is not intended for children and we do not knowingly collect data relating to children.
Information we collect about you from other sources
We do not collect information about you from other sources.


If you apply for a job, we may collect information about your criminal record by obtaining a
DBS check through an approved agency and view information you have shared publicly,
including on social media.

This list is not exhaustive and, in specific instances, we may need to collect additional data for the
purposes set out in this policy.
Information we receive about you from other sources
Sometimes you will have given your consent for other websites, services or third parties to provide
information to us. This could include information we receive about you if you use any of the other
websites that we operate or the other services that we provide, in which case we will have informed
you when we collected that data if we intend to share those data internally and combine it with data
collected on this site. We will also have told you for what purpose we will share and combine your
data.
It could also include information from third parties that we work with to provide our products and
services, such as payment processors, delivery companies, technical support companies and
advertising companies. Whenever we receive information about you from these third parties, we will
let you know what information we have received and how and why we intend to use it.

How do we use your personal information?
We take data protection law seriously, so we have set out below exactly how and why we use your
information, and what our legal basis is to be able to use your information in each way.
Supplying our products and providing our services
It is necessary for us to use personal information about you to enter into and perform the contracts
that we make with you, such as when you become a customer. Using your information in this context
is necessary so that we can:


Provide you with information about your contract with us



Provide you with information about our products and services



Verify your identity



Deal with any complaints you may have



Contact you about any changes that we make to our products or services



Administer our website, including troubleshooting problems, analysing statistics, conducting
research and tests and keeping the site secure

If you enquire about, or apply for, a job vacancy, it is necessary for us to use your personal
information as part of the recruitment process, in order to assess your suitability for a particular role.
Telling you about other products or services that we think may be of interest to you
We may use your information to identify and tell you about our products or services that we think may
be of interest to you. We will only do this where you have informed us that you would like to receive
marketing communications.
We may also use your information to invite you to participate in market research. If we do contact you
about market research, you do not have to participate. If you tell us that you do not want to receive
market research communications, we will respect this.
Whether you choose to receive marketing communications, or market research communications is
entirely up to you. You can choose to receive both, none, or just one or the other. Your choice will not
affect any products or services that you have purchased from us, nor will it affect any quotes for
products or services you buy in future.

You can update your preferences by using the links in any of our emails to you, or by getting in touch
using the Contact Details section, below.
Telling you about products or services that are similar to ones that you have already bought
If you have already bought a service from us, or you have already obtained a quote from us, we may
contact you with some information about services that are similar.
We will only contact you by email or text message and you can choose not to receive these messages
at any time. Simply follow the instructions in the message, or get in touch using our website.
Making our business better
We always want to offer the best products, services and experience that we can. Sometimes this
means we may use your information to find ways that we can improve what we do, or how we do it.
In this context, we will only use your information where it is necessary so that we can:


Review and improve our existing products and services and develop new ones



Review and improve the performance of our systems, processes and staff (including training)



Improve our site to ensure that content is presented in the most effective manner for you and
for your computer



measure and understand the effectiveness of advertising we serve to you and others, and to
deliver relevant advertising to you

Contacting you
We want to stay in touch with you. Sometimes, we may need to use the information that we have
about you in order to respond to your questions or let you know about important changes.
We will only use your information in this respect where it is necessary so that we can:


Interact and respond to any communications you send us, including where you use the
Contact Details section below, and any social media posts that you tag us in



Let you know about any important changes to our business or policies

Verifying your identity
We may use your information where it is necessary for us to do so in order to meet our legal
obligations or to detect and prevent fraud, money-laundering and other crimes.
Protecting you and others from harm
We may use your information where it is necessary to protect your interests, or the interests of others.
This may include in the event of criminality such as identity theft, piracy or fraud.
We need all the categories of information listed above to allow us:
i.
ii.
iii.

to enter into and perform our contract with you;
to enable us to comply with legal obligations; and
to pursue legitimate interests of our own or those of third parties (provided your interests and
fundamental rights do not override those interests).

The situations in which we will process your personal data are listed set out in the table below and
indicate the purpose or purposes for which we are processing or will process your personal
information.

Perform Our
Contract With You

Comply With Legal
Obligations

Pursue
Legitimate
Interests

Verifying your identity

x

x

x

Making a decision to supply our services

x

Administering the contract we have entered into
with you

x

Dealing with any complaints you may have

x

Logistics management and planning, including
accounting and auditing

x

Making arrangements for the termination of our
contract

x

Making repairs, alterations and improvements to
the services supplied

x

Dealing with legal disputes involving you
Complying with health and safety obligations
To detect and prevent fraud, money-laundering
and other crimes

x

x

x

x

x

x

x

x

x

x

x

To review and improve the performance of our
systems, processes and staff (including training)

x

To interact and respond to any communications
you send us, including social media posts that you
tag us in

x

To let you know about any important changes to
our business or policies

x

To ensure that the information that we hold about
you is accurate and up to date

x

To protect your interests, or the interests of others
(such as in the event of criminality such as identity

x

x

Perform Our
Contract With You

Comply With Legal
Obligations

Pursue
Legitimate
Interests

theft, piracy or fraud)
For the provision and operation of referral
marketing programmes

x

Determining the effectiveness of promotional
campaigns or advertising

x

Enhancing your Direct Marketing and Promotional
Activity Experience

x

Change of purpose
We will only use your personal information for the purposes for which we collected it, unless we
reasonably consider that we need to use it for another reason and that reason is compatible with the
original purpose. If we need to use your personal information for an unrelated purpose, we will notify
you and we will explain the legal basis which allows us to do so.
Please note that we may process your personal information without your knowledge or consent, in
compliance with the above rules, where this is required or permitted by law.

Who do we share your personal information with?
Sharing your information within our company and group
We share the information that you provide to us with our staff so that we can provide our products and
services to you.
We may share the information that you provide to us with other companies within the group and other
websites that we operate.
Sharing your information with third parties
We may share your data with selected third parties. For example, we may share your i nformation with:


Internet hosting providers to host the website, related infrastructure, services and applications



Couriers to provide courier services



Contact management systems to send emails, instant messages, social media messages and
SMS messages



Service providers who support us in the operation of our refer-a-friend program

There are certain exceptional circumstances in which we may disclose your information to third
parties. This would be where we believe that the disclosure is:



Required by the law, or in order to comply with judicial proceedings, court orders or legal or
regulatory proceedings



Necessary to protect the safety of our employees, our property or the public



Necessary for the prevention or detection of crime, including exchanging information with
other companies or organisations for the purposes of fraud protection and credit risk
reduction.



Proportionate as part of a merger, business or asset sale, in the event that this happens we
will share your information with the prospective seller or buyer involved

Notwithstanding the above, we do not share in anyway your credit or debit card details

How long do we keep your personal information?
We will only store your personal information for as long as we need it for the purposes for which it was
collected. Where we provide you with any service, we will retain any information you provide to us at
least for as long as we continue to provide that service to you.
If you apply for a job vacancy (or otherwise send us your CV) we will retain your CV (and any publicly
available information, for example from social media) for a period of 12 months. If we are considering
you for a particular role, we may retain this information for longer than that period.
In all other circumstances, we will keep your information until you have exhausted any funds on your
account, all claims and legal disputes have been settled, there is no direct risk of fraudulent activity
from erasing the data and that your account can be determined to be permanently dormant.

Data Retention
We retain personal information as needed for legitimate and lawful purposes. The operator
stores and retains personal information related to you for as long as you use the Website.
Notwithstanding the foregoing, the operator stores and retains personal information related to
you for a reasonable time of up to 12 months after you choose to unsubscribe from the Website,
or until the operator deletes personal information related to you following your request. The
operator will make efforts to guarantee that personal information is kept for no longer than is
necessary for the purposes for which the personal information is processed. In any case, as
long as the operator uses personal information related to you to provide the services, the
operator will retain the personal Information about you, unless a law requires the operator to
delete it, or if the operator accepts your request to delete the personal information, pursuant to
applicable laws, or if the operator decides to remove it at its discretion.

How do we protect your personal information?
We will take all steps reasonably necessary to ensure that your data is treated securely and in
accordance with this policy.

We try to ensure that all information you provide to us is transferred securely via the website.
Unfortunately, the transmission of information via the internet is not completely secure. Although we
will do our best to protect your personal data, we cannot guarantee the security of your data
transmitted to our site; any transmission is at your own risk. Once we have received your information,
we will use strict procedures and security features to try to prevent unauthorised access.
Where possible data is stored and processed within the EU. Where this cannot be guaranteed, third
parties agree to abide by the Privacy Shield framework or EU model clauses.
All information you provide to us is stored on third party secure servers. Where we have given you (or
where you have chosen) a password which enables you to access certain parts of our site, you are
responsible for keeping this password confidential. We ask you not to share a password with anyone.
How you can help keep your personal information secure
We will take all reasonable measures to ensure that the personal information you provide through our
website is held and managed securely. ShippingTogo.com is PCI Compliant, runs on a https platform,
and uses sophisticated security devices to protect your data. However, you can help keep your
personal information safe – not just on our website, but whenever you provide information online.
Here are some simple ways you can improve the security of your information:


Use a modern, secure browser and operating system



Ensure that your browser and operating system have the latest security updates



Use strong passwords and do not reuse them across multiple websites



Keep your passwords private



Learn about how email scams operate and exercise caution when using email



Understand the risks of using public WiFi services

What rights do you have in respect of your personal
information?
You have the right to be informed
We have a legal obligation to provide you with concise, transparent, intelligible and easily accessible
information about your personal information and our use of it. We have written this policy to do just
that, but if you have any questions or require more specific information, you can get in touch using
Contact Details section, below.
You have the right to access your personal data
You have the right to ask us to confirm whether or not we hold any of your personal information. If we
do, you have the right to have a copy of your information and to be informed of the following:


Why we have been using your information



What categories of information we were using



Who we have shared the information with



How long we envisage holding your information

In order to maintain the security of your information, we will have to verify your identity before we
provide you with a copy of the information we hold.
The first copy of your information that you request from us will be provided free of charge. If you
require further copies, we may charge an administrative fee to cover our costs.
You have the right to correct any inaccurate or incomplete personal data
Where you have requested a copy of the information we hold about you, you may notice that there are
inaccuracies in the records, or that certain parts are incomplete. If this is the case, you can contact us
so that we can correct our records.
You have the right to be forgotten
There may be times where it is no longer necessary for us to hold personal information about you.
This could be if:


The information is no longer needed for the original purpose that we collected it for



You withdraw your consent for us to use the information (and we have no other legal reason to
keep using it)



You object to us using your information and we have no overriding reason to keep using it



We have used your information unlawfully



We are subject to a legal requirement to delete your information

In those situations, you have the right to have your personal data deleted. If you believe one of these
situations applies to you, please get in touch using our website.
You have the right to have a copy of your data transferred to you or a third party in a
compatible format
Also known as data portability, you have the right to obtain a copy of your personal data for your own
purposes. This right allows you to move, copy or transfer your personal data more easily f rom one IT
system to another, in a safe and secure way.
If you would like us to transfer a copy of your data to you or another organisation in a structured,
commonly use and machine-readable format, please contact us. There is no charge for you exercising
this right.
You have the right to object to direct marketing
You can tell us at any time that you would prefer that we do not use your information for direct
marketing purposes. If you would not like to receive any direct marketing from us, please contact us or
use the links provided in any of our marketing communications, and we will stop sending direct
marketing immediately.
You have the right to object to us using your information for our own legitimate interests
Sometimes, we use your personal information to achieve goals that will help us as well as you. This
includes:


When we tell you about products or services that are similar to ones that you have already
bought



When we use your information to help us make our business better



When we contact you to interact, communicate or let you know about changes we are making

We aim to always ensure that your rights and information are properly protected. If you believe that
the way we are using your data is not justified due to its impact on you or your rights, you have the
right to object. Unless we have a compelling reason to continue, we must stop using your personal
data for these purposes.
In order to exercise your right to object to our use of your data for the purposes above, please contact
us.
You have the right to restrict how we use your personal data
You have the right to ask us to stop using your personal data in any way other than simply keeping a
copy of it. This right is available where:


You have informed us that the information we hold about you is inaccurate, and we have not
yet been able to verify this



You have objected to us using your information for our own legitimate interests and we are in
the process of considering your objection



We have used your information in an unlawful way, but you do not want us to delete your data



We no longer need to use the information, but you need it for a legal claim

If you believe any of these situations apply, please contact us.
You have rights related to automated-decision making and profiling
Any automated decision-making or profiling we undertake is solely for the purpose of tailoring the
information which we provide to you. We will not use automated decision-making or profiling to make
any decisions which will have a legal effect upon you or otherwise significantly affect you, and you
have the right not to be subject to such decisions. If you have any concerns or questions about this
right, please contact us.

Use of Cookies
On occasion, we may gather information about your computer for our services and to provide
statistical information regarding the use of our website to our advertisers.
Such information is statistical data about our visitors and their use of our site. This statistical data
does not identify any personal details whatsoever.
We may gather information about your general internet use by using a cookie file. Where used, these
cookies are downloaded to your computer automatically. This cookie file is stored on the hard drive of
your computer as cookies contain information that is transferred to your computer's hard drive. They
help us to improve our website and the service that we provide to you.
All computers can decline cookies. This can be done by activating the setting on your browser which
enables you to decline the cookies. Please note that should you choose to decline cookies, you may
be unable to access parts of our website.
Our advertisers may also use cookies, over which we have no control. Such cookies (if used) would
be downloaded once you click on advertisements on our website.
We may use the cookies for the following purposes:


To show relevant advertisements on sites on the internet



To show relevant advertisements based on your prior visit to our website



To use Google Analytics data to serve advertisements based on your prior visit to our website

You can opt out of Google's use of cookies by visiting the Google advertising opt-out page
google.com/privacy/ads. In addition, for all our other third-party vendors you can opt out by visiting
networkadvertising.org/managing/opt_out.asp.

Third Party Links
You mind find links to third party websites on our website. These websites should have their own
privacy policies which you should check. We do not accept any responsibility or liability for their
policies whatsoever as we have no control over them.

Note for eBay and other marketplace Users
Once registered on our website you can allow us to electronically access your marketplace account
(where compatible) to download shipping information and delivery details; you will have given
permission for this during the sign-up process for this service. We do not need your marketplace
password and we cannot access your marketplace account. Your ShippingToGo.com password and
your marketplace password should be different. Changing either password after becoming registered
with ShippingToGo will not affect the link and you will still be able to download your shipping
information.

The General Data Protection Regulation (Regulation
(EU) 2016/679) (GDPR).
In operating the Website, the operator processes personal information as a data controller (as
this term is defined in the General Data Protection Regulation (Regulation (EU) 2016/679)
(GDPR)). As a data controller, the operator is committed to fulfill data subjects’ (i.e. Users’)
GDPR rights. This section applies to GDPR-covered processing of personal information.
We base our processing of personal information as a data controller on the following lawful
grounds:
All processing of personal information related to you which is not based on the lawful grounds
indicated below, are based on your consent. We will process personal information related to you
to comply with a legal obligation and to protect your and others’ vital interests. We will rely on
our legitimate interests, which we believe are not overridden by your fundamental rights and
freedoms, for the following purposes:
- Communication with you, including direct marketing, or where you make contact with us
through our Website;
- Cyber security;
- Support, customer relations, service operations;
- Enhancements and improvements to your and other Users’ experience with our services

- Fraud detection and misuse of the service.
You can:
a. Contact the operator at www.shippingtogo.com and request to access the personal
information that the operator keeps about you. The operator will need to ask you to provide
credentials to make sure that you are who you claim to be. If you find that the details on your
account are not accurate, complete or updated, you may provide the operator the necessary
information to correct it. In order to address such a request to the operator, you should send an
e-mail with the following headline: "request to access my personal information".
b. Contact the operator www.shippingtogo.com to receive a copy of the personal information
that the operator keeps about you, and to verify the accuracy of the data. In order to address
such a request to the operator, you should send an e-mail with the following headline: "receive a
copy of my personal information".
c. If you'd like the operator to withdraw your consent to the processing of personal information
related to you, please contact the operator at www.shippingtogo.com and the operator will
respond in a reasonable time. In order to address such a request to the operator, you should
send an e-mail with the following headline: "withdraw my consent to process personal
information".
d. If you’d like the operator to delete data that you provided through the Website, please contact
the operator at www.shippingtogo.com and the operator will respond in a reasonable time. In
order to address such a request to the operator, you should send an e-mail with the following
headline: "delete information provided by me". After the operator deletes personal information
related to you, residual copies will remain in the operator’s backup systems and it will take a
period of up to 12 months before they are deleted from the operator's active servers.
You can ask to transfer personal information related to you in accordance with your right to data
portability. You have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning you or similarly
significantly affect you. You have a right to lodge a complaint with a data protection supervisory
authority of your habitual residence, place of work or of an alleged infringement of the GDPR.
Summary and further details about your rights under EU data protection laws, are available on
the EU Commission’s Website at: https://ec.europa.eu/info/law/law-topic/dataprotection/reform/rights-citizens_en The operator does periodical assessments of its data
processing and privacy practices, to make sure that he complies with this policy, to update the
policy when needed, and to verify that the policy is displayed properly and accessible. If you
have any concerns about the way the operator processes personal information related to you,
you are welcome to contact the operator at: www.shippingtogo.com The operator will look into
your enquiry and make good-faith efforts to resolve any existing or potential dispute with you. If
you remain unhappy with the response you received, you can also refer the matter to the data
protection authorities.

Data Security
The operator implements systems, applications and procedures to secure personal information,
to minimize the risks of theft, damage, loss of information, or unauthorized access or use of
information. The operator is concerned about safeguarding the confidentiality of personal

information related to you. These measures provide sound industry standard security. However,
although the operator makes efforts to protect your privacy, the operator cannot guarantee that
the services will be immune to any wrongdoings, malfunctions, unlawful interceptions or access,
or other kinds of abuse and misuse.
Transfer of data outside your territory: The operator stores and processes personal information
in sites operated and maintained by cloud-based service providers in the U.S. please see the
link to the sub-processors list: https://www.google.com/url?q=https://aws.amazon.com/what-isaws/&sa=D&source=hangouts&ust=1580382749099000&usg=AFQj
CNFaEp2yKoxxiaBKVtgfyNklcGxN9w If you are a resident in a jurisdiction where transfer of
personal information related to you to another jurisdiction requires your consent, then you
hereby provide the operator your express and unambiguous consent to such transfer or by
using the Website , you hereby provide your express consent to such transfer (as applicable).
To the extent necessary under EU privacy laws and regulations, the operator will implement
data onward transfer instruments, such as the controller to processor EU-US Standard
Contractual Clauses, the Privacy Shield Framework and a statement of compliance with the
Privacy Shield Principles.

Changes to our Privacy Policy
Any changes we make to our privacy policy in the future will be posted on this page and, where
appropriate, notified to you by email. Please check back frequently to see any updates or changes to
our privacy policy.
This version was last updated on 16/8/2020 and historic versions can be obtained by contacting us.

Contact Details
The operator strictly obeys the provisions of the law and respects the right of Users of the
Website and others to privacy and to a good reputation. If you have any question about the
Website's privacy policy, please contact us according to the following details and we will make
efforts to handle your claim as soon as possible. Please contact the operator's at:
www.shippingtogo.com for further information

ShippingToGo Ltd
Kolbo Shalom tower
Ehad A’ham Street
Tel Aviv
Israel
Email: support@shippingtogo.com

